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Network

Network OSI Model

OSI vs TCP/IP

Application Layer - Protocol
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Application Layer - DNS(Domain Name
System)
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Application Layer - DHCP
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Application Layer - APIPA
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Application Layer - DHCP Relay = IP Helper
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CyberSecurity - SSL and TLS
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SSL(Secure Sockets Layers)
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TLS(Transport Layer Security)
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SSL vs TSL
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CyberSecurity for VPN
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Transport Layer - TCP vs UDP
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Transport Layer - TCP/UDP Port
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Transport Layer - SSH(Secure Shell)
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Network Layer - Encapsulation and Communication
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Network Layer - Data Flow
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Network Layer - Packet

Network Layer - Packet Switch
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Network Layer - IP Packet Format
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Network Layer - IP4 vs IP6
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Network Layer - ICMP



1/31/23, 1:48 PM Memo_Nerwork

file:///C:/Users/User/Downloads/Memo_Nerwork.html 28/76

Network Layer - IGMP
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Network Layer - IP Address
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Network Layer - ARP(Address Resolution
Protocl) / RARP (ReverseAddress Resolution
Protocl)

ARP: resolve IP Address to MAC Address
RARP: resolve MAC Address to IP Address
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Network Layer - Subnet Mask
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Network Layer - Private IP Range
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CyberSecurity - IPSec
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Datalink Layer
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Datalink Layer - MAC Address

Physical Layer
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Router

ACL (Access Control List)

Firewall
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Proxy
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Proxy Cache

DMZ
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IPS/IDS
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Routing Protocol
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Routing Table
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NAT(Network Address Translation)
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PAT(Port Address Translation)

Mutiple Access Protocols
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CSMA/CD
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CSMA/CA
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Kerberos
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VLAN
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VPN
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EAP and RADIUS



1/31/23, 1:48 PM Memo_Nerwork

file:///C:/Users/User/Downloads/Memo_Nerwork.html 62/76

Cable

NAS vs SAN
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CyberSecurity
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Risk Management
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Cybersecurity Attacks
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Network Troubleshooting
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Troubleshooting Strategy
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Could Computing - Iaas Paas Saas



1/31/23, 1:49 PM Memo_Nerwork

file:///C:/Users/User/Downloads/Memo_Nerwork.html 75/76



1/31/23, 1:49 PM Memo_Nerwork

file:///C:/Users/User/Downloads/Memo_Nerwork.html 76/76

-- Memo End --


