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Memo - DevOps - Git and GitHub

Git Bash

- Bash Terminal Command

> /dev/

"device files include /dev/null"
> /home/

"user home directories"
> Nlib/

"libraries and

kernel modules”
—>»/mnt/
"mount files for
temporary filesystem"
> /opt/
"Optional software
application”
> /proc/
"libraries and
kernel modules"

> /root/

"home DIR for root user"

Mount Point For Temporary Mounted File Systems

/"root"

/bin/ letc/ /sbin/ Jusr/ Ivar/
/Essential user\ 6onfiguration fi@ (ESSEI'\YIEH syste} (Read-only app\ Variable data
command binarieq for system binaries data and bin files

. aliases, anacron, /usr/bin h

{;ash, bashre, blkid, "most user {L‘\/:)l[l)‘l/lf:‘tcl 0:
g£ cron.d, chpasswd, commands" cache data”
o deonf, fdisk,
Chr’nod host.conf, groupadd, {lvlsr/m.clude Jvar/log/
> hostname, ifconfig, standard "log files"
Ellé)l,te hosts, lockdev, include files
’ init.d, Ipadmin, for C code" e 1
c?ho, 8rep, inittab Ipasswd, ,/Vdr/ 5?99 /
kill > . ‘task waiting
s kdump.conf, mkfs, /usr/lib to be
T localtime, modprobe, "obj,lib,bin ‘ocessed”
mkdir, netconfig, nstat, files for processec
mv. .
' os-release, postmap, coding and §
mount, passwd, route, packages" (:/ ‘d r/tn}p/
more ) emporary
PG re.local, setup, files saved
ping, ! § . es savec
services, sysctl, /user/local betwee
pwd, o between
m ssh, usermod, local reboot"
’ software"
\_umount \sysconﬁg ) \Zdump software
R L User Binaries
@D oot Loader Files
[ Device Files
_ System Configuration Files
@D 5o Home ireciories
Jlib Libraries and Kernel Modules
| e Removeable Media Mount Point
|

:

Add-On Application Software Packages

The Linux FileSystem
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Varriable Files

System Binaries

Data For Services

Temporary Files

Virtual File System

User Utilities And Applications

Home Directory for the Root User

Open Mayhem.Com

112


https://www.youtube.com/watch?v=3fUbBnN_H2c
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Unix/Linux Command

1s - directory listing

1s -al - formatted listing with hidden files

cd dir - change directory to dir

cd - change to home

pwd - show current directory

mkdir dir - create a directory dir

rm file - delete file

rm -r dir - delete directory dir

rm -f file - force remove file

rm -rf dir - force remove directory dir *

cp filel file2 - copy filel to file2

cp -r dirl dir2 - copy dirl to dir2; create dir2 if it
doesn't exist

mv filel fileZ - rename or move filel to file2
if file2 is an existing directory, moves filel into
directory file2

1n -s file link - create symbolic link link to file
touch file - create or update file

cat > file - places standard input into file
more file - output the contents of file

head file - output the first 10 lines of file
tail file - output the last 10 lines of file

tail -f file - output the contents of file as it
grows, starting with the last 10 lines

Process Management

ps - display your currently active processes
top - display all running processes

kill pid - kill process id pid

killall proc - kill all processes named proc *
bg - lists stopped or background jobs; resume a
stopped job in the background

fg - brings the most recent job to foreground
fg n - brings job n to the foreground

e Permissions
chmod octal file - change the permissions of file
to octal, which can be found separately for user,
group, and world by adding:

e 4 -read(r)

e 2 - write (w)

e 1 - execute (x)
Examples:
chmod 777 - read, write, execute for all
chmod 755 - rwx for owner, rx for group and world
For more options, see man chmod.

ssh user@host - connect to host as user

ssh -p port user@host - connect to host on port
port as user

ssh-copy-id user@host - add your key to host for
user to enable a keyed or passwordless login
__________Searching |
grep pattern files - search for pattern in files
grep -r pattern dir - search recursively for
pattern in dir

command | grep pattern - search for pattern in the
output of command

locate file - find all instances of file

HTTPS://ITSKILLSUPPORT.BLOGSPOT.COM

CREATED BY:- IT SUPPORT
System Info

date - show the current date and time

cal - show this month's calendar

uptime - show current uptime

w - display who is online

whoami - who you are logged in as

finger user - display information about user

uname -a - show kernel information

cat /proc/cpuinfo - cpu information

cat /proc/meminfo - memory information

man command - show the manual for command

df - show disk usage

du - show directory space usage

free - show memory and swap usage

whereis app - show possible locations of app

which app - show which app will be run by default

Compression

tar cf file.tar files - create a tar named
file.tar containing files

tar xf file.tar - extract the files from file.tar
tar czf file.tar.gz files - create a tar with
Gzip compression

tar xzf file.tar.gz - extract a tar using Gzip
tar cjf file.tar.bz2 - create a tar with Bzip2
compression

tar xjf file.tar.bz2 - extract a tar using Bzip2
gzip file - compresses file and renames it to
file.gz

gzip -d file.gz - decompresses file.gz back to
file

ping host - ping host and output results

whois doemain - get whois information for domain
dig domain - get DNS information for domain
dig -x host - reverse lookup host

wget file - download file

wget -c file - continue a stopped download

Installation

Install from source:

./configure

make

make install

dpkg -1 pkg.deb - install a package (Debian)
rpm -Uvh pkg. rpm - install a package (RPM)

Ctrl+C - halts the current command

Ctrl+Z - stops the current command, resume with
fg in the foreground or bg in the background
Ctrl+D - log out of current session, similar to exit
Ctrl+W - erases one word in the current line
Ctrl+U - erases the whole line

Ctrl+R - type to bring up a recent command

!'! - repeats the last command

exit - log out of current session

* use with extreme caution.
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shumi@isal 1~ %
total 20

staff 4096 Jan g2z Mail

staff 4096 Jan i csclZ28
staff 4096 lan public
staff 4096 Jan 16 . public_html
staff 628 Jan 15 Verse

l l *
filename

\ date/time last modified
size
group name
user (owner) name rwx
umber of hard links
executable

writeable

readable

file type

- Git Hub
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Good things to know

Remote > git
O]
\ \ . .
D Git # GitHub
[O) RO
Local  Locdl Git CLIis very powerful
Gitis a distributed version control system Gitis not Github OK, that's not a “fact’, but once you There are many ways 10 get there

Gitis a repository, where fies are stored and
managed. Github is a hosting service that
keeps your Git repo i the cloud,

Everyone that has a local copy of the
repository at all times. Cannot be partially
checked out, it's all or nothing.

get used to it, you'll be able to use
the commands anywhere. You can
also use CLIand GUIs interchangeably
on the same Git repository.

Peaple use Git in many different ways, and
projects may follow different Gt flows.
Don't be shy, ask around.

Terminology

repository - where files are stored, can be remote or local
remote repository - repository in hosting server, also referred to as origin
local repository - repository in local development machine
branch - a stream of work where commits are kept, can be remote or local
remote branch - branch with published commits (commiits that have been pushed)
local branch - branch with unpublished commits, only developer can see, not shared
commit - a change unit, it is a scope of changes that are kept in sequential order

master branch - main stream of work, must always be stable

working branch - developer's stream of work, sandbox

staging area/index - keeps files to include in next commit

push - publish changes to remote

pull - merge remote changes into local changes

pull request - code review process to allow a change be integrated to the
master branch

Simple flow of getting things done with Git

Scenario: developer working in individual branch, team code (stable) lives in the master branch

ﬁ New local repository

Existing local repository

O,

Switch to local master
git checkout master

Update local master
git pull

Update list of branches (optional)
git remote update --prune [ J
(Commit changes
Push to remote origin (optional)

git push origin <branch_name>

Merge from local master
Switch to local master
git checkout master

Update local master Resolve conflicts
git pull

Switch to working branch

git checkout <branch_name>

Push to remote origin

Merge changes from local master

git merge master

Create pull request

Delete local branch

Celebrate!

imtorres m isatorres ﬁ
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Clone existing repository
git clone <repo>

Create a local working branch and switch to it
git checkout -b <branch_name>

Make code changes

: Stage (add to index)
git add <file_or_di %

}git commit -m "What the code does"

Merge changes from remote master
git merge origin/master

git push origin <branch_name>

(code is merged upon approval)

git branch -d <branch_name>

-~

s commit —= N < i (HE20-5)

-~ 3 comn
7 <— previous n commit (HEAD-1)

original branch  after a commit  after

Commands that you can use anytime
See the status of the working branch

git status

See the commit history

git log

See all branches (remote - since last remote update)
git branch -a

Commit merge changes
git commit -m "Merge conflicts"

A\ Resolve conflicts
No need to panic! Use a merge tool, or...

(remove) <<<<<<< HEAD
(merge)  your local code
(remove) =======

(merge)  code in master
(remove) >>>>>>> master

Mark the conflict resolved
git add <file>

Want to start over? Roll back all the merged changes
git reset --hard HEAD
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(-_)) GITHUB.COM
| CLOUD

CENTRAL REPOSITORY
(upstream)

CLONE

PUSH

LOCAL COMPUTER

ADD COMMIT

6. Create Pull Request

2

Pull request

Pushed Branch

1. Fork the central repository

N
YourName/RepoName

CompanyName/RepoName

5. Push local branch to GitHub 2. Clone the fork to your local

Local machine

4. Apply Commits

3. Create local branch

Local master
Local Branch
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Local Remote

Remote

Remote

Working Staging
directory area branch repo
git pull (forward)

git branch (create)

git push (branch to remote)

git add (stage)

git push (branch to remote)

git pull (forward)

git pull request

merge (pull req.)

Git PUSH PULL

pull
GitHub )

commit
push add

GIT Branch and its glt
Operations.

Feature-2

Master

File-1v1.1
File-2v1.1
File-3v11
File-4v1.1

File-1v1.1
File-2v1.0
File-3v11
File-4v1.0

File-1v1.0
File-2v1.0
File-3v1.0
File-4v1.0

Feature-1

file:///E:/CS54/CS_Markdown/HTML_Memo/Memo_DevOps_GitHub.html

712



12/26/22, 9:53 AM

Memo_DevOps_GitHub

Rebase

first
@<«
Merge
first
Q<+ ®

master G master G i

O,

Work with merge conflict in Git

Services.html
John While Merging,

merge conflicts

/ \ happens

Both Modified i
\‘services.html
/ Bob resolve the
Version 2.2 conflict and push
Bob the change
Services.html

git basic
® gitinit
® git status
® gitadd.
® git add all
® git reset
® git restore filename
® git commit -m "xxxxxx"
® git commit -v --amend (for changing the commit message)
® git restore --staged filename
® git push
e git pull
* gitlog
* gitlog --oneline

® git remote remove

git branch
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® git branch --list
® git branch
e git branch -r
e git branch -a
e git branch newbranch(create newbranch)
® git checkout newbranch(switch to newbranch)
® git checkout -b newbrach(create newbranch and switch to newbranch)
e git branch -D branch(delete branch)
® git checkout -

e git branch -m oldbranchname newbranchname
git merage

® git checkout main
® git merge branch_A*(merge branch_A to main)

-> conflict

-> git merge --abort -> git pull + amend file + git add file + git commit -m
"xxx"+ git push

git rebase

® git rebase --continue

Undo

® git checkout log_id(switch to log_id)
e git revert log_id(automerge -> undo to log_is status)
® git reset log_id(unstage changes after log_id)

® git reset log_id --hard(delete commits after log_id)
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git cheat sheet

learn more about git the simple way at rogerdudier github, com)git-guide
cheat sheet created by Nina Jaeschke of ninagrafik.com

create

create new repository
clone local repository
clone remote repository

add &
add changes to INDEX

add all changes to INDEX
remove/delete

& clone

git init

git clone [path/tofrepository

git clone usernameghost:/pat hyto/repository
[ ]
remove

git add <filename>
gitadd *

git rm «filenames

commit & synchronize

commit changes

push changes to remote repository

connect local repository to remote repository
update local repository with remote changes

git commit -m "Commit message”
git push origin master
git remote add origin <servers

git pull

~

branches

create new branch

switch to master branch

git checkout -b <branch>»
e it checkout -b feature_x

git checkout master

delete branch git branch -d <branch>
push branch to remote repository git push origin <branch»
merge
merge changes from another branch | git merge <branchs
view changes between two branches | git diff <source_branch» <target_branchy

e git diff foature_x featare_y

?

tagging
create tag | git tag <tag» ccommit ID> ﬂ
e, it tag LOVD 1b2e1da 30T w
get commit IDs | git log ﬁ
® Tip
restore Want a simple but powerful

replace working copy with latest from HEAD
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git-client for your mac?

git checkout - <filename> Try Tower: www.git-tower.com/
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Git Ct\effat §heet

Remember: git command --help

Global Git configuration is stored in $HOME/.gitconfig (git config ~help)

Create Concepts

From existing data tE

cd ~fprojects/myproject
git init
git add

From existing repo
git clone ~/existing/repo ~/new/repol
git clone git://host.org/project.git
git clone ssh://you@host.org/proj.git [

S YW Return to the last committed state
git reset —hard
Files changed in working directary
git status Revert the last commit
it t HEAI
Changes to tracked files ot revert HEAD
git diff Revert speci
git revert $id
Fix the last commit
git commit -a --amend

commit
What changed between $ID1 and $102
git diff $id1 $id2
Histary of changes
git log
History of changes for file with diffs
git log -p Sfile Sdirfecitory/

Who changed what and when in a file
git blame $file

Checkout the $id version of a file
git checkout $id sfile

Switch to the $id branch

[}

it (Bwwst - Hvat ey

it status. reset

clane 0g checkout
shay revert
branch

Fetch latest changes from origin
qit fetch

Pull latest changes from origin
git pull

Apply a patch that some sent you
git am -3 patch.mbox

the curves Indicate that the command on the right is usually
emecuted after the command on tha loft, This gives an ides of

the flow of commands someons usualy G0es With Git

(zoms)  (sRwon — o
pull  checkout commit pusﬁ

mefge  branch fomat-patcr
a

Commit all your local changes
git commit -a

Prepare a patch for other developers
git format-patch origin

Push changes to arigin

git push

Mark a version / milestane
gittag v1.0

A commit identified by $10
git show $id

git checkout $id

Merge branchl into branch2
A specific file from a specific $ID git checkout $branch2
git show $id:$file git merge branchl
Create branch named $branch based on
the HEAD
git branch $branch

All local branches
git branch

Create branch $new_branch based on
branch Sother and switch to it
git checkout -b $new_branch Sother

eat Sheet Notatior

represent eithera | Delete branch $branch
git branch -d $branch

Changes Automatic
build from
Github master
master

- GitHub Actions

file:///E:/CS54/CS_Markdown/HTML_Memo/Memo_DevOps_GitHub.html

Finding regressions
git bisect start
git bisect good Sid
git bisect bad $id
git bisect bad/good

git bisect visualize
git bisect reset

Check for errors and cleanup repository
it fsck
C —prune

Search working directory for foa()
git grep “foo()

Push to
. . h-page
Actions g
S1THUD branch and Github gh-pages
deploy <username>.github.io/<proj>

To view the merge conclicts

git diff

git diff --base Sfile
git diff --ours _$file
git diff -theirs $file

To discard conflicting patch

git reset ~hard
@ gitrebase —skip

After resolving conflicts, merge with

git add $conflicting file
git rebase --continue
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. S P
{ docker :

' > test - - :
: | - ;
; 1\ 88 ) :
: ' :
E On push : /—\ ;
E ! formattin :
' | g Elastic Container Registry
: | &code '
: ) Do A
: naly5|s P
: 4 P

Commit code

Pull Docker image
actions
push . ) &) AWS Cloud

&< Gi:l'lub o
v <\ wee

Amazon Elastic Amazon Elastic
Container Service Container Registry

Terraform ;
Public subnet Private subnet
3 {:} EC2 instance
oy @ pre-fom ] e
Internet|gk y o RDS
\ i PHP-FPM

Applicatib Public subnet Gl Private subnet

load balancer E %

i EC2 instance RDS

-- Memo End --

file:///E:/CS54/CS_Markdown/HTML_Memo/Memo_DevOps_GitHub.html 12/12



