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Memo - DevOps & CICD

DevOps

DevOps is the continuous delivery of software-driven innovation

DevOps:

«Is an enterprise capability which speeds delivery and deployment to seize market opportunities, respond
rapidly to customer feedback and reduce costs while improving product quality

«Addresses all aspects of the Software Delivery Lifecycle
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DEV + OPS

Application Performance

Decrease latency by using APM Tools.

End User Analytics
Monitor end user latency and check device \ Solve problems by correlating infrastructure
performance ‘ and application metrics
Quality Code m b End User Complaints

E Application Availability

Make sure Uptime and SLAs are in order

‘ | \ @ Application Performance

Ensure deployments don't degrade performance

.‘

Fix problems before end users complain

Performance Analytics

Lower MTTR by finding error root causes

Use automatically generated baselines to
|l " focus troubleshooting

I C Bedps |

E Dev | Stage | Prod

servicenow| AUM~ | ECLIPSE | Maven i Sy Terrform -
: dock
B bme lJira visual B selenium puppet jocker
MICRO fucio VERACOIDE GRedbiat | &\ oopynamics
FOCUS Jenians RED HAT OpenShift Pt
b TFS HCLO AppScan RESHAT ¢ :
— n cucumber” " 5 :
v ©) GitHub s s / jiieter WLk isdynatrace
Release Orchestration Continuous Testing Deployment Automation Intelligent Reporting
Build, Manage & Perform continuous Standardize & Gain complete visibility
Monitor release testing with different automate deployment and transparency of
pipelines for better test automation tools. across multiple . releases with
control & Perform auto or environments. intelligent real-time
transparency. manual approval. reports & dashboards.

Strategy -
Integration & Automation
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9 “Analysis-
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DevOps - CICD
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Continuous Integration

Push code fixes
Automated

Review and approve

Automated

build and test builld and test

Push code changes

9 &° © ooo

@2-@ @-@-G
Create

Deploy Review App | =

niew branch

Q- .

Code Development Continuous Integration

| perf
post trigger

Build

Code Pushed to
Github

Perform Build
Tests

I

—

E) Build Triggers

fan] D everve |
I - R Testing
Git- Repository

(™M)
‘i Store Builds

8 Bake and
Publish

@

Artifactory Storage
Management

Static Code
Analysis

(re)deploy container(

S
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Deploy Jobs
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Github
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Jenkins
Master

trigger build jobs

Build Jobs

buiIdJEush to DTR

3/18



12/26/22, 9:56 AM Memo_DevOps_CICD

CICD : A Basic Setup - Example Resources

Bl 90 w§ 9
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UBUNTU J-n ns ClrcIaCI Dack-anb GCR Ju]u Snap n
MAAS Stack
Developer Lapto ode Reno Continuous Continuous Continuous Runtime
plop ¢ ep Integration Delivery Deployment

REFERENCE ARCHITECTURE

GKE + GitHub Actions + SecretHub

Local Development Git 1/ Inage Registry Y

= 0 o & ‘@

=y .
Actions

+ SECRETS IN MEMORY v ZERO SECRETS | + SECRETS IN MEMORY (v zERO SECRETS | + SECRETS IN MEMORY

+ ENCRYPTED SECRETS

DevOps - Security

DEPLOY

k) &2 ) B8 ) @ ) &

CODE APPROVED APPROVED
COMMIT RELEASE RELEASE

file:///E:/CS54/CS_Markdown/HTML_Memo/Memo_DevOps_CICD.html 4/18



12/26/22, 9:56 AM Memo_DevOps_CICD

Secure Code Warrior
Shift left with interactive secure coding
training for developers

Static Application S ec
Security Testing
Analyze application source
code, byte code and binaries
g
v | -
| -4

Appsec Scale
DAST to automate continuous
application assessment

Apisec.ai
API security testing
and management

Appsec Snapshot
In-depth manual pen test for app
launch or major change

Cloudsec Inspect
Automate configuration checks for multi-cloud
workloads and container inspection

Appsec Scale
Continue with DAST
scanning

Appsec SWAT

Continuous hybrid testing for
critical apps

Container Images
Repository

o0& o&
0o ood

Store the container image
on the Repository

DevSecOps

Multiple Security Layers Approach

S
~

1,000+

= il
.. v
Containers

Kubernetes Cluster
Appl App3

Vs

2w

Pull the new code version

7 Container Image
e Scanning

A
1
1
1
1
1
1
1
1
1
1
U
v

Push the new

------------------ > d
#) Push the new build to staging or
production environment -

| | Physical Server

Appl App2 Privilege
Container
‘ Security

[ oocker ] Physical
Server

code version and build a new container &
v}
____________________ >
‘ A
0
Developers ' Runtime _ ...
2 Code Repository !
v

Production Environment

}jﬁ A%

Dependency

8 42 &

License
Unit Test i

slack

{ Security feedbacks to fix and continuously improve the application in real-time

Security Team
Security logs from (o)

runtime protection
SIEM l l
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EH BeyondTrust’

STEPS TO

COMPLETE DEVOPS SECURITY

RETOOLING SECURITY FOR A DEVOPS WORLD

@ DISCOVER & INVENTORY
Diccover and inventor y container instances, l!n“u “v ﬂ:lm
Ebraries other assets scross physical, virbual et‘j g k
and cloud ervironments. . -

1o consider:

V Offfine image scanning
V Startistop image scanning
' Image integrity tracking

© PRIVILEGE RESTRICTION
Grant cnly those parmissons 3
that are appropriste and required ..
e i aoie. : (3] EII:IIIIIATEIII

Identify and remediate
misconfigurations. Assess

Enes and best pesc ticas
Ao o phy sic aly vir tual!
cloud servers and buids.

~ ' 5] € SHARED SECRETS
: MANAGEMENT
. . Vi Store, rotate and audit
- " —access to shared secrets,
= inchuding:
- L

v Sourcecontrol
v DevDps tools
€) NETWORK SEGMENTATION _ e i
Group assetsinto logicalunits ~ ¥ Production builds
that do not trust oneanother, Y
andutilize 8 secured jump
server for access that needs
to cross the trust zones.

(® APPROPRIATE CREDENTIAL USAGE © HARD-CODED PASSWORDS MANAGEMENT

ENFORCEMENT ERminate embed dedpas swordsin DevOps
EEminate adminis trator privileges on end-user ool configurations and buids,

machines and moniter privleged sessions.

LEARN HOW TO AUTOMATE YOUR WAY TO COMPLETE DEVOPS SECURITY:

https://www.beyondtrust.com/solutions/devops-security/

www.beyondtrust.com

against configuration guide-

DevOps - Deployment
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' ) . docker
> test -- - l
I
v \&e ) buid& | |
e Lo publish to —— Publish —3m

On push : /—\ ECR* .

|| formatting < b 3 = _

s code *only if on master : : Elastic Container Registry

nalysis A

Commit code

& Pull Docker image

Web Deployment Preparation

* Create A New GitHub Repository

* Create .gitignore
* Create requirements.txt

* Create .env
® Connect github

Create A New GitHub Repository

GitHub Repository

IR Push |
— I|'

GitHub | GitLab

Create .gitignore

-> venv/
-> env

-> ..
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Create requirements.txt
® pip freeze

-> CMD: pip freeze > requirements.txt

Create .env

_> SECRET_KEY = **thkkbikik ko k bk kk ko kA kA
-> DUBEGZ************

Connect github
* gitinit
® git add README.md
® git commit -m "first commit"
® git branch -M main
® git remote add origin
git@github.com:ericarthuang/Learning_Flask_Jovin.git
® (git remote remove origin)

® git push -u origin main

Web Service - GitHub Pages (for static
website)

GitHub Pages

58— % —
QP Changes Au Wd' ) iish to

\uto

build from
Github maste
master

GitHub Pages WorkFlow

Reference : Getting Started with GitHub Pages
Settings -> Pages -> Build and deployment -> Branch -> main

Create Branch for Site

git checkout -b site
Settings -> Pages -> Build and deployment -> Branch ->

**Site**
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My Copy Learning Website
https://ericarthuang.github.io/{NameOfReop}/

Web Service - Railway

Easiest Way To Connect Django To A Postgres Database

Web Service - render

Copy_Learning_Website_Flask
Render Serveice Website

® Dashboard -> create new "web server" -> connect GitHub
Connect Setting

e Name(Website)
®* Environment
® Branch

e Build Command

-> pip install gunicorn
-> create requirements.txt(pip freeze > requirements.txt)

-> pip install -r requirements.txt
e Start Command

-> gunicorn app:app

Web Service - Netlify

Netlify Serveice Website

* Netlfily Builds
* New Site from Git -> GitHub -> select repositories -> site settings ->

change sitename

My Copy Learning Website
https://{NameOfReop}.netlify.app/

Web Service - AWS EC2

AWS EC2
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EC2 Container Service ECS Task Definition ECS Service
- Image a
- ECS Clusters
- ECS Task Definitions En% . Mappings .
: Egg ?;‘;’Z':es j - Environment Variables |
ECS Cluster

- ECS Task Definition

y /{B \ - Desired Count
] ECS Container Instances :
= Connection Draining
. ECS ECS = Instance Registration
Schedule Containers Agent Agent = Health Checks
Container Metrics i
“
Pull 1
l 1 ull Images (_:))
=
@ @ Y Application
‘ Load Balancer
< > < > latest @
@ @ vis2 Application Service
v v vi51 Desired Count =2
ECR ECR Application Version = 1.5.2 %jé}
Repository Repository \_ Autoscaling Group J {“’é}
EC2 Container Registry ECS Cluster ECS Tasks

AWS CodeDeploy - General Architecture

. Amazon S3

o | ﬁ o . Amazon EC2

Bucket

S S : Depioyment Group :
! Deployable Cqptent GitHub
| Aowtoecie —
v Instance Instance  Instance '
E & Aws CodeDeploy
p ——
B~~~ - wWeeTTTTT .
. Deployment Management Logic |
\  Development Metadata |
Machine  : (i -

® Launch instance

-> Name and tags

-> Application and OS Images (Amazon Machine Image)

-> |nstance type

-> Key pair (login): Crerate new key pair(Keep the filename.pem)

-> Network settings

-> Configure storage

-> Launch Instance

-> Connect: EC2 serial console, RDP client:get rhe password for remote

connect
e New Ternimal

-> firewall setup
-> Windiows Denfencer Firewall
-> Advanced Setting
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-> Windiows Denfencer Firewall Properties
-> Domain Profile/Private Profile/Public Profile: Inbound Connections: Allow

e Connect:

-> Connect Method: EC2 Instance Connect (browser-based SSH connection)

-> Will find the amazon-1linux console

https://aws.amazon.com/amazon-1inux-2/

13 package(s) needed for security, out of 16 available
Run "sudo yum update" to apply all updates.
[ec2-user@ip-172-31-44-21 ~]%

® amazon-linux console

-> CONSOLE: sudo yum install git -y

-> CONSOLE: sudo amazon-linux-extras install docker -y

-> CONSOLE: sudo systemctl enable docker.service

-> CONSOLE: sudo systemctl start docker.service

-> CONSOLE: sudo usermod -aG docker ec2-user

-> CONSOLE: sudo curl -SL
https://github.com/docker/compose/releases/download/v2.12.2/docker-
compose-1linux-x86_64 -o /usr/local/bin/docker-compose

-> CONSOLE: sudo In -s /usr/local/bin/docker-compose /usr/bin/docker-

compose

* (Create key for Github

-> CONSOLE: ssh-keygen -t ed25519 -b 4096
-> CONSOLE: cat ~/.ssh/id_ed25519.pub

® Create Deploy Key in GitHub Reop settings
-> settings -> Deploy Keys -> add deploy key
® clone ssh url

-> CONSOLE: git clone
git@github.com:ericarthuang/Django_Docker_Deployment.git
-> CONSOLE: Is

-> show: Django_Docker_Deployment

-> CONSOLE: cd Django_Docker_Deployment

* Add the configuration

-> CONSOLE: cp .env.sample .env

-> CONSOLE: vi .env

-> modidy .env (use 'Public DNS (IPv4)' for hostname)
-> CONSOLE: cat .env

® Launch Application
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-> CONSOLE: docker-compose -f docker-compose-deploy.yml up -d

Nginx / Gunicron / Docker

Nginx - Webserver: Act as Proxy / Handle

SSL Ternimation

What is NGINX?

HTTP traffic
Intern et —— .

Load Balancer
Caching, SEL femmination...

Web Server
o Sene content from aisk

b -

L} Reverse Praxy
FastCGl, uWSEL gRPC...

MNGINX Open Source NGINX Plus
- Basicload balancer - Rate limitin + Advanced load balancer + JWT Authentication
- Content Cache - Basic amhegntic:atinn + Health checks + OpsniD Connact 350
- Web Server - Tmetrics + Session persistence + MNGINX Plus API
- Reverse Proxy + Leasttime alg + Dynamic modules
. 88l termination + Cache purging + 90+ metrics

+

Linusxe Virtual moching,

High Availability

N

port €0
— process
GET /s+a+€c/c5\+.‘on3- WEIVX
7777777777 >
<_ __________
GET /Pepple,/l/

S >
< ,,,,,,,,,,

PTlgysi-em Jstotie/ Rolder

cod—.Png

H

process

file:///E:/CS54/CS_Markdown/HTML_Memo/Memo_DevOps_CICD.html

12/18



12/26/22, 9:56 AM Memo_DevOps_CICD

|

° Unit1
PHP

| J—
PHP files Database query
l v

HDD MySQL

L siic onen

. images
css

Gunicorn
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® pip install gunicron
® pip install httptools
® python.exe -m pip install --upgrade pip
® pip install uvloop
® gunicron -w 4 -k uvicorn.workers.UvicornWorker app.main:app --bind
0.0.0.0

G unicorn i
nemx | | django

\ Web Services
+

e
WSsaGl

—_— dja

(GUNICORN)

Docker
docker-compose docker-app app.dockerapp
Lt init /7 “ Breol
=] | o
3 —
— dev config™> Dev
values _ -'CN‘J;%
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e N
' App-Code Authentication Service
0 B
B Docker Pull
[y ~ Docker File Chef ﬂ‘—|
8 -
Ll 6 Notification Service
<) e
Docker Pull Chef
— |
y
ODr.u:ker Hub ! A C H E F
o ‘ Service...n
5 3
@ a
2 : Docker Pull Cz?ei
o Dé.’ Change Detected in Service Container? | ————— J
- -,,

1. Build App-Code
2. Docker Build

Development Environment ]

Docker

|

| |

v | 2. Push \Publish Registry, |
Docker sha 2' . |

|

\Private Registry, PSR Base Image
A~

3. Pull
1. Push

|

|

|

|

|

|

sha3
o
| Project DLL

| PUYYy Third-party DLL
|
|
|
|

Base Image

sha3 Project DLL
(=W Third-party DLL

a

Cleanroom

Docker Deployments:

Push Code

Nit¥d Third-party DLL

Servers

B o

[t¥Y Third-party DLL FC¥Y Third-party DLL
shal Base Image

5
>

Docker

one 1 T
|
I
|
]

LPrivah Registry y)

6. Retag & Push rivate Registn
Docker Image can be deployed to K8s Cluster, .

|

|

|

|

|

|
n
4. Retag & Push sha3 |
|

|

|

|

|

|

—

docker

o

\

EC2 Instance or Developer Workstation .

aD Push Docker Image ) ”
M est Pass to registry All powered by
Docker Engine
Bamboo continuously Test F:
poll Bitbucket for
changes Docker Run + Sanity Test ——p» Job Failed
o
£;Bamboo T

Build Docker Image

f

Build =—————— Source Code Checkout / Build
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v &

) docker
GitHub CitLab

S T ?“Sh
01,11

</> docker-compose up -d \Q g
—— " Y™/ heto -

Developer ®

‘Q o

./ 8

pink -

9

pu— 8

|-III i @ “— @ o

_ _ caddy covidapp
© Analythium User

Docker compose flow for local execution

( Dockerfile \

ﬂwcker—compose.yml \ entrypoint.sh
upstream hubspotapp {
nginx server apphost:8084;
}
http:8080 > http:80 ' http:80 ——— http:8084 - gu‘?(i)cstzm
dependson... location / {
ﬂ proxy_pass http://hubspotapp;
}
apphost
i Instructioﬁ >

o

AWS Cloud

) . Cloud Re_plication
s ek | . Services
Cloud Backup

Services Cloud Database

Services
Cloud Infrastructure PTTYANA
Services e T IANA
Cloud SAP HANA
Services

Consultancy = « Monitaring

Implementation = « Support

Administration = = Advanced Resource Management
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|
push 0

&/ GitHub
\ .g’ apply

Terraform

] AWS Cloud

Amazon Elastic
Container Service Container Registry

Amazon Elastic

a3

Inte)

@ Private subnet

php-fpm 111

socket

PHP-FPM

Applicatip

load balancer

Public subnet

EC2 instance

Virtual Private Cloud

Public Subnet

l Network

Load Balancer

K8s API Server

-

%

Internet
Docker Hub i ’ \ EKS ENI
Private Repository i Gateway E‘BEaSI:{; ;2“ fATEIEE
9 A C
@ I
d h
| ' @ '
: | Pod '
i ' Service |
| ' Account 1
i

@ l AWS KMS

Amazon EKS

AWS Cloud

| Amazon Route 53

2 B

AEN

Users
AWS WAF

! Amazon CloudFront!

Availability Zone 1

Availability Zone 2

Public Subnet

10.180.8.0/21

=)=

Application
Load Balancer

Internet Gateway .
Public Subnet

rivate Subnet

Amazon $3

Solodev DCX

o

1

4

Auto Scaling Group

10.180.16.0/21 E
Prvate St

Amazon ECS Container |

=

Amazon RDS
MySQL Instance

10.180.24.0/21

10.0.0.0/16

73

Amazon RDS Amazon

MySQL Instance

10.120.32.0/21

Amazon EFS

CloudWatch
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[ Mobile App ] [ Web App / Portal ]

]

{ * Amazon API Gateway and Caching } [1- Amazon Route 53 and Elastic Load Balancing]\

\\ /
f L AWsLambda(Mlcrvserwces) ) Amazon ECS - AmaxonEcs Amazon SQS
/ / (Containers) (Containers)

Hybrid-

Architecture, - L N
__—~ Application, Containers and Queues

/
/ /
/ /
/ " / /

g
- . ¢ Infosys Mana gt

Amazon Amazon Amazon Amazon Machine
Amazon EMR Leaming

Redshift  DynamoDB  RDS
(Hadoop Cluster)

D

tape storage

Mainframe

and Machine Learning

| Data Analytics, Artificial

Data Persistence and Data Lake

v e ¢

Amazon CloudWatch ~ AWS IAM

Customer Data Center

Amazon $3 J

-- Memo End --
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